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If you want to protect 

yourself from online 

dangers, remember this 

mantra. It is a combination 

of all the strategies which 

you must use to protect 

yourself from cyber 

criminals, cyber bullies, 

content polluters and real 

world criminals on Internet. 
 

अगर आप            र    पर 

  र    र                   

           र    !             

     आप   आ            

र  ग        र    पर     र 

अपर        अ             

                 र     

 

 
FAST CAR  

& Secret Location 
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F.A.S.T - To protect yourself from Cyber Criminals  

F FIREWALL:    र    

A ANTIVIRUS:         र  

S STRONG PASSWORDS:     ग प      

 

T TRUST WITH CAUTION:     ( र   ),                  

 

C.A.R - To protect yourself from Cyber Bullies & Anti-Social 
Elements 

C 
CONFIDENCE – to deal with cyber bullies:  

         (आ       ) –                          र        

     प           

A 
AVOIDANCE – to deal with anti-social elements:  

  र र    -    र    पर अ                  

R 
REPORTING - against both, bullies & anti-social elements:  

       -              ,         र       , अ                

अ       र अपर         
 

To protect yourself from Real World Criminals 

Secret 
Location 

Make sure that no one on the internet knows your 
actual physical location. 

     र   आप              (      )         र     र    

पर             । 
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I take oath that… 

    प       /           … 

 

 Oath of Online Safety – Part 1 (F.A.S.T) 

1 

Firewall is the gate keeper of my computer. I shall always keep the firewall of my 

computer up & running. 

   र      र        र      र    ।                   र   ग  / र   ग ।  

2 

Antivirus is the immune system of my computer. I shall never use my computer 

without an antivirus software. 

        र    र        र         र              ।        अप         र              र     

         ग  /      ग ।  

3 

My antivirus software needs daily updates about new viruses. I shall turn-on the 

option of ‘automatic updates’ in its settings. 

           र     "आ        अप   "     प            र   ग  / र   ग ।  

4 

Any hacker who tries to guess my passwords must fail. I shall keep strong 

passwords for my computer, my modem, my email, my social networking 

account, my online banking account... everything. 

   अप       प                 र    ग ,     ,      ,        आ             र   ग  / र   ग  

      र        प   प  । 

5 

Cyber criminals can wear masks and look like my friends. I shall never trust 

anybody easily on Internet. 

    र अपर    अप   प       प   र,           र               र           प          

  ।       र    पर      पर    आ                     ग  /    ग ।  

6 
I shall always ignore the emails which talk about lottery, free gifts, super 

discounts, miracle medicines, donations etc. I shall mark them as spam 

immediately! 
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                      र ,         ,   र     ,      र         ,     आ           र     , 

    प   (spam)           ग  /    ग । 

7 

I am not a kid who gets tempted by a lollipop. I shall never click on ads or links 

which offer me free screensavers, wallpapers, cool cursors, cool games etc. 

               प         पर             ग  /    ग                प प  , ग           

               ।  

8 

I am a mature social networker. I go to Facebook to interact with my friends, not 

to play with silly apps which can steal my personal information. I shall never 

subscribe to any third party app on a social networking site. 

        र                ग  र   /  र     ।           पर अप           गप प  र        

/        ,                            र            र    र    ।                 प     प    

              ग  /    ग ।  

9 

When I find a useful software on internet, I won't download it immediately. It can 

be a trojan! I will search about it on Google and read what others are saying 

about it. 

अगर           प  ग         र                             र                  ग  / 

   ग ।         (trojan)           ।           र     ग ग  पर अ     ग     र     

   प            ग  /       ग । 

10 

I shall download Freeware or Shareware ONLY from Trusted download sites. 

        र और    र   र                                     ग  /    ग । (cnet.com, 

snapfiles.com, or filehippo.com.) 

11 

I am not a fish. Nobody can fool me with a phishing attack. I shall never click on 

any link in an email which claims to be from my bank. 

                  आ             SMS                               ग  /    ग ।    

    ग (Phishing) अ              ।  

12 

When I want to do online banking or shopping, I shall open a new browser 

window... Select ‘Private Browsing’ option... Type the website address myself 

into the address bar, to open the website. After completing the task I shall logout 

and close the browser window. 

           ग       पग               र    "            ग"     प         र      
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  र                              प    ग  /    ग ।                पर   गआ    र 

    र              ग  /    ग ।  

13 

I shall never use my credit or debit card on a website which is not “https” secure. 

            "https"   र    र          ,             अप        /               प  ग     

   ग  /    ग । 

14 

I shall Never hesitate to approach the cyber crime cell of the local police 

department. 

  र  प    पर     र      प        अप   पर                    ग  /      ग । 

 

 Oath of Online Safety – Part 2 (C.A.R) 

1 

Nobody can bully or threaten me on Internet. If someone does that, I will NOT 

reply in anger. I will NOT delete the messages in fear. I will confidently tell him 

or her to stop immediately. 

       र    पर           र   -                ग                    ग  /    ग ,        र  र 

               ग  /    ग ।    प र  आ                 प      र             ग  /    ग । 

2 

If the bully continues to trouble me, I will confidently report the matter to my 

parents and school/college management. If the threats are serious, I will also 

report the matter to police. 

       र    पर           ग   र पर      र                      र  अप       - प  , 

 र                /                  ग  /    ग ।       ग   र       प                  

   ग  /    ग । 

3 

I want a pollution-free Internet. If I find any anti-social content on Internet, I will 

use ‘Report Abuse’ feature to complain to website administrator. 

       र    पर     अ           आप                           "Report Abuse" 

   र      र                         आग      ग  /    ग । 

4 
I will not directly communicate with the person who has shared that anti-social 

content. 
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                    अप          र      ,                 प          ग  /    ग । 

5 

If the content is harmful or offensive for the society, I will not hesitate to 

approach the cyber crime cell of local police. 

अगर                            र            र      प                      ग  / 

     ग । 

 

 Oath of Online Safety – Part 3 (Secret Location) 

1 
I shall keep myself and my family safe from online predators. 

          और अप   प र  र                र        र    र   ग  / र   ग ।  

2 

I shall never share the address, phone number, or details of school/college of 

anybody in my family on a social networking site. 

   अप      अप        प र      प  ,        र,     /     /    ग       र          

           ग      पर          ग  /      ग ।  

3 

I shall never upload any photos or videos which reveal the above information. 

                             पर        र     गर  र     ,                 ग  / 

     ग ।  

4 
I shall Never reveal my travel plans online. 

   अप             आग                  र                            ग  /    ग ।  

5 

I shall Never accept invitations to events openly on Internet. 

                  “Event Invitation”            ग      पर            ग  / 

       ग ।  

6 

I shall Never accept invitation from strangers to meet. If the meeting is 

necessary I shall go with an adult family member, never alone. 

        अ            आ   -                                ग  /        ग । अगर 

        र        प र  र                            ग  /     ग , अ        ।  

7 
I shall Never hesitate to approach the cyber crime cell of the local police dept. 

  र  प    पर     र      प        अप   पर                    ग  /      ग । 
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DOs 

 
DON’Ts 

 

 

 Social Networking (Facebook, WhatsApp etc) 

Use strong passwords. Have different 

password for different accounts.  

     प       र  ।  र अ         प      अ ग 

र  । 

DON’T share vacation plans, location 

or possessions 

अप      ,    ग        आ           र       

                र  

Understand and use privacy settings 

properly 

                        और            

   ग  र  

DON’T post anything that can hurt the 

sentiments of a person or a community 

           प        र                    

                  आ      

Be careful while accepting friend 

requests 

     र             प          र  र  

DON’T  post confidential information 

about yourself, your family or your friends. 

अप  ,प र  र             ग प         र  

प        र  

Think Before you click links, 

attachments etc that have been sent to 

you 

         अ                         र   

 

DON’T post questionable pictures of 

yourself or your dear ones on the internet. 

अप       र      ग                 र   

 र                र    र  

 

 Online Banking 

Use “Private Browsing” or “Incognito” 

mode of your browser to open bank 

website. Always type the website address 

yourself. 

                         "            ग "    

"        "                 र ।           

            प  र । 

DON’T  share your account userid, 

password or ATM pin with anyone. 

अप   अ            र id, प                प  

                      र  ! 

Ensure that there is https:// in the 

URL of the bank website. 

DON’T use a public computer to login 

into your account. 
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             आर   (URL)    https://  

         र । 

                     अप   अ            ग     

 र । 

Use virtual keypad to login wherever 

possible. Always logout and close 

browser at the end. 

    अ                     र ।                 

         गआ    र     र      र । 

DON’T respond to any emails from 

your bank requesting personal 

information. 

आप          आ ,           र     ग        

                          ।   

Check your account statement on a 

regular basis. Register for SMS alerts to 

keep track of all your transactions. 

अप    अ                      पर     । 

         अ           SMS         प       

 र     

DON’T reveal your credit/debit card 

information on a phone call that claims to 

be from your bank. 

     पर            अप                       

        र       ।   

Change the password of your account 

frequently. 

अप   अ         प         -    पर     । 

DON’T enable the "Auto Complete" 

feature of your web browser. 

अप            र     "      प    "    र    

    र   र  । 
 

 Online Shopping 

Shop from trusted sites like Amazon, 

Flipkart, Snapdeal etc 

अ    ,   प   ,    प     आ           

             र   र   र । 

DON’T trust deals that look too good 

to be true. 

         पर            र     अ        

             ।   

Make sure the shopping website has 

https:// in its URL. 

         र        पग            URL    

https://    ।   

DON’T trust every offer that you see 

on social networking sites. 

           ग      पर  र   र           

    ।   

Set the spending limit of your credit 
card to as low as possible.  

अप                                      

र  ।  

DON’T use public computers to shop 

online. 

          पग                       र    

            र ।   

 






