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Internet is now an inseparable part of our lives, more so for the young generation. It
can give them the best of the opportunities but also the worst of threats. As we have
been experiencing, cyber crime is increasing at an alarming rate among youth. |
strongly believe that if people remain less aware of the cyber threats & risks, and are
incapable of protecting themselves online, the situation will grow into an 'E-
Epidemic/Anarchy'. This booklet, "Mantra for Online Safety" is a part of our
'Rustamji Online Safety Awareness (ROSA)' program which embodies our
commitment towards realising a crime-free cyber society. | congratulate the teams
of our State Cyber Cell and iMature.in for creating this useful bilingual booklet. | urge
them to intensify their noble efforts further. | also urge all Internet users to make the
best use of the “Do's & Don'ts” in this booklet and sincerely abide by the provisions
of the IT Act while using social media & digital technologies.
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If you want to protect
yourself from online
dangers, remember this
mantra. It is a combination
of all the strategies which
you must use to protect
yourself from cyber
criminals, cyber bullies,
content polluters and real
world criminals on Internet.
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F.A.S.T - To protect yourself from Cyber Criminals

FIREWALL : BTIETT

ANTIVIRUS: T FT1E%E

STRONG PASSWORDS: & qTHaS

TRUST WITH CAUTION: T& (WXET), AT aragm=t &

C.A.R - To protect yourself from Cyber Bullies & Anti-Social

Elements

CONFIDENCE - to deal with cyber bullies:
RITRST (SATHIATTH) — AT ST AT AT F+7oT ATt
T fAaes * foro

AVOIDANCE - to deal with anti-social elements:

L BT - Z72Z+e I AT deal &

REPORTING - against both, bullies & anti-social elements:
TR - atererre avermr, ST o AT, SAATHTISTR oAt AT
T T TN T

To protect yourself from Real World Criminals

Secret Make sure that no one on the internet knows your

: actual physical location.

Location AT T T SR ST () Y ST g

e Bl AT A
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| take oath that...
§ erqer qr / At g ...

Oath of Online Safety — Part 1 (F.A.S.T)

Firewall is the gate keeper of my computer. | shall always keep the firewall of my
1 computer up & running.

TIATAT HY HIER A e &1 § T ghaT A1 T / T

Antivirus is the immune system of my computer. | shall never use my computer
without an antivirus software.

2 TET ATIRE WY FE H AATRAT F F=71a7 g1 F FH SAI97 Fog22 &7 Ul e &
T FATSAT [ FAATSAN|
My antivirus software needs daily updates about new viruses. | shall turn-on the
3 option of ‘automatic updates’ in its settings.
# U qrRd i1 "AeHE duse” forsmed gRe AT T / TR
Any hacker who tries to guess my passwords must fail. | shall keep strong
passwords for my computer, my modem, my email, my social networking
4 account, my online banking account... everything.

H o qft TTHaE S Fege A, S, AieH, FEaE oy Tae wieT W / vt
o T 397 T 7 97

Cyber criminals can wear masks and look like my friends. | shall never trust
anybody easily on Internet.

S ATZAT AT AT TEATT T FT, T T AT AT TAqT FY T3 T TgAT el
21 # zrevde u¥ TeT av off saTeT 7 feare q81 FE / i

I shall always ignore the emails which talk about lottery, free gifts, super
6 discounts, miracle medicines, donations etc. | shall mark them as spam
immediately!
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# U gAY SHA S Aled, AFT Ae, AT Ge, T FaT23T, I TS il a7d Fd &,
=T =09 (spam) frfrga & / i)

I am not a kid who gets tempted by a lollipop. | shall never click on ads or links
which offer me free screensavers, wallpapers, cool cursors, cool games etc.

# foreft <t forstrorer A fofer o faere 21 T / T ST g |/ ateraod, T A vey
T AT < gl

| am a mature social networker. | go to Facebook to interact with my friends, not
to play with silly apps which can steal my personal information. | shall never
subscribe to any third party app on a social networking site.

8 H qUAST | HIMS a1 F3dT / FT g1 § Foad 9 o =) & wqerd w7 S[rar
[ STt E, 7 56 U v & ge S 3 S s 72 o) § i Gl oS ard do iy
HEEAT AL T/ M
When | find a useful software on internet, | won't download it immediately. It can

be a trojan! | will search about it on Google and read what others are saying
about it.

9 Y {H FTS ITINN AIFaT ATATSA Hedr g q1 & 36 A STSAAIE Agl HeT /
FET| g 29I (trojan) BT FehdT &1 | SEh aT¥ & TFIeT U8 A7 ARI 1 TF o
fereaforat g / g8
| shall download Freeware or Shareware ONLY from Trusted download sites.

10 & sfieew i srmvaee fark faes arees & €1 ersHeire #%9T/ #4111 (chet.com,

snapfiles.com, or filehippo.com.)

I am not a fish. Nobody can fool me with a phishing attack. | shall never click on
any link in an email which claims to be from my bank.

# vt ot 90 & oy gu Sae A1 SMS # TR ot i & farrh Agt et / sl Ag
fRfaRT (Phishing) s1ee 21 TaT 81

11

When | want to do online banking or shopping, | shall open a new browser
window... Select ‘Private Browsing’ option... Type the website address myself

12  into the address bar, to open the website. After completing the task | shall logout
and close the browser window.

ATz ST AT ot % forw & srewe F "reae srefeT” AT T @ Fe uge
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T H G IH ATAT3 T UH 2137 FeAT [ FHAT| FTH FHTH 214 T ARTAEE FiT
AT T A HT FeaTT / Foedhi|
I shall never use my credit or debit card on a website which is not “https”secure.
13 S AT hitps "ET qEiRE T €, § el 3 a 2fRefRE ATE w5 s Al
FEAT | F
I shall Never hesitate to approach the cyber crime cell of the local police
14  department.

TELT T I AqTZEE FTSH o1 T AT LT (HHET TS/ Farsii

Oath of Online Safety — Part 2 (C.A.R)

Nobody can bully or threaten me on Internet. If someone does that, | will NOT
reply in anger. | will NOT delete the messages in fear. | will confidently tell him
or her to stop immediately.

If% Trevde T AIE qH SUAT-IHFHTAT 2 al | e | STaTa Tl 7 / G, 97 & 2T H
HES FRee FaTT / F3(T | H Q. AT AT & IH T F HLA o6 (o1 FgdIT / Fgah|
If the bully continues to trouble me, | will confidently report the matter to my

parents and school/college management. If the threats are serious, | will also
report the matter to police.

2 7fT TraTAT U FIE YA ATATE T FLAT g dl § ST TR A9 JTa1-oaT,
FEAT FEAT T THA/F IS T HT T/ G| ATHAT AT Z1 a1 rera & off fopraa
FET | T |
I want a pollution-free Internet. If | find any anti-social content on Internet, | will
use ‘Report Abuse’ feature to complain to website administrator.

3 aft zevie v S TR AT arafRiEe A fed 2 91§ "Report Abuse”
EEY F FIT 39 JFATEE & USTHA &l SN FET / FEil|

I will not directly communicate with the person who has shared that anti-social
content.
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e =1t 9 98 9Tt STaere AT QT i 8, IHE AT T Tk g FET / FE

If the content is harmful or offensive for the society, | will not hesitate to
approach the cyber crime cell of local police.

5 X 9 ATHIAT HHTST o TU gTaTe § af ST2aY HIsH e &l (= aars /
FATSIM

Oath of Online Safety — Part 3 (Secret Location)

I shall keep myself and my family safe from online predators.
H G2 FT ST I TATE FT ST Rt & qiera T / T

I shall never share the address, phone number, or details of school/college of
anybody in my family on a social networking site.

2 gy A Pl A AT, W A, s e P
T AT HTZE T A1 STT / ST
I shall never upload any photos or videos which reveal the above information.
3 #wr oY ey A R o SUieh SR SRR AT 21, SAered T2t e /
TR
| shall Never reveal my travel plans online.
F ot FAwT AT SITHT ATl A TR welT o AeTeT AT T2 FE / FE
I shall Never accept invitations to events openly on Internet.
5 #& oY ST #T “Event Invitation” FT9er Saa{ET AT2E 9T AT T THTET /
THTHTE
I shall Never accept invitation from strangers to meet. If the meeting is
necessary | shall go with an adult family member, never alone.

6 # forelt s Sfeh | SraA-ATee {7 =AaT 8t TR | TE SR
e Sy g1 v afiae F et aaes & 97 g7 ST / SIS, SThRer gt
I shall Never hesitate to approach the cyber crime cell of the local police dept.

STELT T UL HTZEY FTSH o1 T ST TLLTHT (HH AT TS / TS

1
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v~ DOs

% DON’Ts

] Social Networking (F

acebook, WhatsApp etc)

/Use strong passwords. Have different
password for different accounts.

FIET TTHASH TE| ZT AFTIE HT TTHAS T
T

X DON’T share vacation plans, location
or possessions

ST THOT, HET ATHTT ATfa it Srrerr<y foeft
F AT FTAT AT FL

/Understand and use privacy settings
properly

TTEaHT i T quE o 3w 3t
T FY

x DON’T post anything that can hurt the
sentiments of a person or a community

T Fg A aree 97 F1 o ey =i ar
THETT T ATIATE ed g

v Be careful while accepting friend
requests

the Rgee araam ga Tar w1

X DON'T post confidential information
about yourself, your family or your friends.

=, TfRETT AT FIEAT T AT ST
Tea AT Y

«Think Before you click links,
attachments etc that have been sent to
you

o Ua ste=dE gre # ATl avd

X DON’T post questionable pictures of
yourself or your dear ones on the internet.

ATAT AT FLA T F Fe o s =
LA ATAT Rl QAT T FE

&2d Online Banking

v Use “Private Browsing” or “Incognito”
mode of your browser to open bank
website. Always type the website address
yourself.

% FadTEe @A & oy "ITEae ATStenT " AT
"TARIRIET" WIS T TEAHTA Fi|TqHTZE FHT

USH gT R FY

X DON’T share your account userid,
password or ATM pin with anyone.

AT AHTIE AT IO id, ITHES AT vdhuw foT
e o =Ter |TAT AT AL

/Ensure that there is https:// in the
URL of the bank website.

x DON’T use a public computer to login
into your account.
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FaETse &t g3muA (URL) & https/
RIE SR

TESIAE HCIEH O I STHT3e H AT AT
FL

v Use virtual keypad to login wherever
possible. Always logout and close
browser at the end.

FHAT FVGTE FT TETATA Fe| FTH THTH G
F TS ANTRMSE FL ATIAL a5 Fel

X DON’T respond to any emails from
your bank requesting personal
information.

ATTF FF T A, el ST /e e
T oY <8t &1 ST AT R

«Check your account statement on a
regular basis. Register for SMS alerts to
keep track of all your transactions.

AT TS FoaHe 9T AT < ST
e ot % forw SMS FaT # defiga
FLATT

X DON’T reveal your credit/debit card
information on a phone call that claims to
be from your bank.

w2 Y o oe FRe v e
£ FIEFE AT

«Change the password of your account
frequently.

AT AFTIE FT TS THI-THT I T2 |

X DON’T enable the "Auto Complete”
feature of your web browser.

AYT TSI AT & "I ET FHFIAIE " F= FT
AF FF T

v

e+ Online Shopping

JShop from trusted sites like Amazon,
Flipkart, Snapdeal etc

TS, Ao, fereTe anfe g
AqTZEd T 2 @AY F:7

X DON’T trust deals that look too good
to be true.

Tt Srom 9= T 91w S s Y
softa T 2

J Make sure the shopping website has
https:// in its URL.

gfafara w3 i oiffiT Jaemse F URL &
https.// 2

X DON'’T trust every offer that you see
on social networking sites.

TS AT T2 T ZT SAFT AT TFT A7
AT

«Set the spending limit of your credit
card to as low as possible.

I FST FTE fT =TT TATF FHH FH
|

x DON’T use public computers to shop
online.

AT ontfaer % forg arderas Fregat #1
TEQHTA AT FL
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About iMature.in: iMature.in is a leading startup in India which works
to educate students, parents and teachers in schools & colleges on
‘Digital Citizenship & Internet Maturity’. Know more about it on
http://imature.in

About R.0.S.A: Commenced in 2016 as a community policing initiative
to mark the birth centenary year of K.F.Rustamiji, the legendary Police
Chief of the erstwhile CP & Berar, now Madhya Pradesh; Rustamiji
Online Safety Awareness (ROSA) program aims at sensitising the
Internet users about online safety with the active partnership of the public.

0 Like the “MP Cyber Cell” page on
Facebook - Scan the QR code on the right,
OR, visit the following URL and click “Like”:
https.//www.facebook.com/mpcybercell/

Like MP Cyber Cell on Facebook

Connect with MP Cyber Police on other social media:

@ WhatsApp O Twitter Instagram
+91-7049157284 @mpcyberpolice mpcybercell

To report any cyber crime, email us:
mpcyberpolice@mppolice.gov.in
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