[image: image3.png]




	[image: image1.png]() S




You are free to use and modify this document. 

You can also share this document non-commercially as long as you give credit to “http://imature.in”


[Copy the contents below this line to your school’s letterhead]

Acceptable Use & Behaviour Policy 
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	Updated on: 10th October 2018

This Policy may be modified and updated as deemed necessary and appropriate by [SCHOOL NAME]. You are required to review it periodically.


SECTION I

Purpose of this policy 

The [SCHOOL NAME] provides its students & staff with various technology resources, as a privilege and not a right, with the purpose of enhancing the quality of teaching & learning, improving students’ access to academic knowledge, and facilitating collaboration & knowledge sharing.  While we encourage our students, teachers and staff to extract the maximum benefit of the Internet and other digital technologies, we also want them to be safe, responsible and legally compliant. This Acceptable Use & Behaviour policy reinforces our commitment towards Digital Citizenship & Internet Maturity, while stating the terms of use for all technology resources used at [SCHOOL NAME].

Scope of this policy

The Acceptable Use and Behaviour Policy of [SCHOOL NAME] applies to all its students, staff, administrators, visitors, guests, temporary or contract workers who access and use the technology resources as defined in ‘Definitions’ of this document.

This policy is applicable equally for access and use of technology resources, leased or owned by the school, from within the school campus or from remote location. This policy is subject to the local, national and international laws.

Definitions

· Technology / Technology Resource / ICT - computers, mobile devices including cell phones & tablets, wired & wireless networks, Internet, software& apps, websites & portals, e- learning resources and teaching equipment including smart boards, projectors, speakers etc.

· Computer / Computer System / Device – an electronic device capable of sending, receiving, storing or processing data & information.
· Network / Computer Network – A set of computers or devices connected together for the purpose of sharing data & information via wired or wireless connections.
· Internet / World Wide Web – The global network of computers and interconnected networks that communicate using Internet Protocol (IP) for transmission of information, including all the electronic content & services accessible through it.
· Software – All programs including apps, games, operating systems etc, which are installed or run on a computer or device.
· Online communication – Individual or group communication in form of emails, chats, messages, articles, comments, video files, audio files, images, graphics etc, that happens over the Internet or any network using messenger software, blogs, forums, content sharing websites, social media etc.
· Social Media – Platforms available on internet for people to connect, make friends and share content in form of photos, videos, comments, posts etc.
· Online – connected to the Internet or any other network via a computer or device.
· User – any individual accessing the technology resources of [SCHOOL NAME] including students, teachers, staff, parents and visitors.

SECTION II – Terms of Use & Behaviour

1. Online Content Sharing

Acceptable Use and Behaviour - Sharing of digital content on any network in accordance with the purpose of this policy.

Unacceptable Use and Behaviour -

a. Sharing someone else’s content without giving due credits to the creator or claiming it to be your original work (act popularly known as ‘Plagiarism’).
b. Sharing content which violates Copyright laws or without prior permissions from the Copyright owner.
c. Sharing content in violation of privacy laws or which reveals personal secrets or private information of someone.
d. Sharing content which is obscene, age restricted, sexually explicit or pornographic in nature.
e. Sharing content which is false, may incite violence or is offensive towards a gender, religion, community, race, country or political party.
f. Sharing content which violates any local, national or international laws. For example information on illegal drugs, weapons, gambling etc.
g. Sharing content which can potentially harm the online reputation of the school, its students, its teachers or its staff.
h. Sharing content which defames a person or organisation.

2. Social Networking and Online Communication

Acceptable Use and Behaviour - Using social media for networking and knowledge sharing among students and teachers of the school, in accordance with the purpose of this policy.

Unacceptable Use and Behaviour -

a. Creating fake profile on Facebook, Instagram or any other networking platform under another student’s or teacher’s name. Impersonating or misrepresenting someone else’s identity by any other means.
b. Creating unauthorized pages or groups in the name of the school or joining such pages or groups.
c. Sharing content on social media which is unacceptable as per   1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h.
d. Spamming others by sending unsolicited content.
e. Cyber-bullying or Cyber-harassing someone by sending abusive, threatening, demoralizing, or intimidating messages.

3. Professional Networking

Acceptable Use and Behaviour - Connecting with professionals for knowledge, guidance and career opportunities, and sharing content with them in accordance with the purpose of this policy.
Unacceptable Use and Behaviour -

a. Creating fake profile on Linkedin or any other professional network under another student’s or teacher’s name. Impersonating or misrepresenting someone else’s identity by any other means.
b. Creating unauthorized professional pages or groups in the name of the school or joining such pages or groups.
c. Falsifying information about your skills and achievements in your profile.
d. Procuring or writing false recommendations.
e. Sharing content on professional networking sites which is unacceptable as per 1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h.
f. Engaging in online behaviour on professional networking sites which is unacceptable as per 2d and 2e.

4. Online Discussion Forums and Communities
Acceptable Use and Behaviour - Carrying out group discussions for exchanging and sharing knowledge in accordance with the purpose of this policy.

Unacceptable Use and Behaviour -

a. Creating Fake profile on any online discussion forum under another student’s or teacher’s name. Impersonating or misrepresenting someone else’s identity by any other means.
b. Creating unauthorized discussion forums or communities in the name of the school or joining such forums or communities.
c. Sharing content on forums or communities which is unacceptable as per 1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h.
d. Engaging in online behaviour on forums or communities which is unacceptable as per 2d and 2e.
5. Blogging

Acceptable Use and Behaviour – Writing articles online on a topic or issue in accordance with the purpose of this policy.

Unacceptable Use and Behaviour -

a. Creating a blog on Blogger or any blogging platform under another student’s or teacher’s name.
b. Publishing blog posts or adding blog comments, the contents of which are unacceptable as per 1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h.
c. Adding blog comments, the contents of which could be unacceptable as per 2d and 2e.

6. Searching or downloading content
Acceptable Use and Behaviour - Using search engines to search for or download content in accordance with the purpose of this policy.
Unacceptable Use and Behaviour -

a. Searching or downloading digital content which are unacceptable as per 1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h, without a legitimate and defensible reason in accordance with the purpose of this policy.

7. Safety, Security and Legal Compliance
Acceptable Use and Behaviour – Utilising the technology resources legally, in accordance with the purpose of this policy, without compromising the safety & security of oneself or other members of the school community.

Unacceptable Use and Behaviour -

a. Sharing your access credentials (user id &password) with others. Using other’s credentials to login into school network.
b. Hacking into school’s computer network or attempting to violate the security of school’s computers, network or data. Corrupting, deleting, altering or destroying data which does not belong to you. Changing the setup/settings of computers and networks.
c. Disrupting and vandalizing the school’s technology resources either physically or by using software like Virus, Trojans, Malware, Ransom-Ware etc on school’s technology resources.
d. Downloading or installing any software, programs or app without prior permission including 3rd party apps and software available on social media on the school’s technology resources. Using or sharing any pirated or unlicensed software.
e. Removing or relocating any hardware (mouse, keyboard, power cords etc) without prior permission.
f. Accessing the school network with devices that are not authorized or permitted by the school administration.
g. Using the network, website or other online platforms of the school to engage in activities which are unacceptable as per 2d and 2e.
h. Using the network, website or other online platforms of the school to share content which is unacceptable as per 1a, 1b, 1c, 1d, 1e, 1f, 1g and 1h.

8. Online Reputation

Acceptable Use and Behaviour – Sharing digital content or engaging in online activities which uphold the reputation of the school, its students, its teachers or its staff.

Unacceptable Use and Behaviour – Sharing digital content or engaging in online activities which damage the reputation of the school, its students, its teachers or its staff.

The school administration reserves the right to decide whether any digital content or any online activity is upholding or damaging the reputation of the school, its students, its teachers or its staff.

SECTION III

a. Violations

Every technology resource user at [SCHOOL NAME] is expected to know and abide by this Acceptable Use and Behaviour Policy. Being unaware of this policy will not be considered an adequate reason if you act or behave in violation of this policy. Any attempt to violate this policy, intentionally or unintentionally, will result in disciplinary action as follows. 

1st offense – suspension of technology privileges and user account for one week, and issuance of warning letter.

2nd offense – suspension of technology privileges and user account for one month, and issuance of warning letter.

3rd offense – suspension from school for one month

4th offense – Expulsion from school

The [SCHOOL NAME] reserves the right to investigate violations of its Acceptable Use and Behaviour Policy including the gathering and examination of information from the user or users involved and the complaining party if need be. If the violation is related to any unlawful or illegal activity, the school will report it to the appropriate agencies and will cooperate fully with the agencies in investigating the offense. This can result in criminal prosecution against the user.

b. Indemnification

The [SCHOOL NAME] provides technology resources to users as a privilege and not a right. The school does not guarantee that any technology resource accessed by the user will be free from errors, bugs, viruses or any objectionable content.  The school and its management will not be held responsible for any damages, including but not limited to litigation or financial claims, suffered by the student, teacher, staff, parent or a visitor while using the school’s technology infrastructure.

To be signed by the user

I have read and understood the above Acceptable Use & Behaviour Policy. I agree  to  use  the  school’s  Technology  resources  and  Internet  in  due accordance.

Name:……………………………………………………… Date:………………… Signature:…………………………
In case of students below 18 years of age:

Name of Parent/Guardian:…………………………………………………………. Signature:…………………………
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